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Introduction

fthe dot-com bubble seems like ancient history, maybe that’s because alot has happened

in 25 years. Aftertech-fueled stock market gains and venture capital investments both

felldramaticallyin 2000, the techindustry has enjoyed a strong run. Smartphones, cloud

computing, internet of things and artificial intelligence are all major trends that have reshaped

the way businesses think about technology and put it to use.

I. l:..+ -

These bigwins, though, are not exactly a story about the
techindustryrising fromthe ashes of aburst bubble.
Inreality, the bubble was partand parcel of alarger

arc of development.Inher2002 book Technological
Revolutions and Financial Capital, Carlota Perez
describes howinvestments made duringaninnovation-
drivenbubble provide afoundation forfuture invention
and growth. Inotherwords, the infrastructure that
powered many of the now-defunctwebsites fromthe
late 1990s became acritical component fortheiPhone
and Microsoft Azureinthe 2000s.

Headinginto 2025, thereis some speculation that the
economyisinthe midstof anAlbubble. If thisis true,
what canwe learnfrom history? What investments
should be made today to ensure success tomorrow?

The Albubble may be part of the largerinformation
technology bubble that started with the introduction

of mainframes, oritmay be the start of something new.
Eitherway, software - whetherthat’s Alalgorithms, new
app development, dataanalytics orotherinitiatives - is
defining the next wave of progress, and that changes the
nature of investment. Anothertenet of Perez’'s framework
isthatinvestment cyclesinclude not only capital
expenditure on physicalinfrastructure, but also changes
tointangible constructs such as financing structures and
governmentpolicy.

Many of those broader changes are outside the control
of individual organizations, but there are two clear

areas where non-capitalinvestment will stillbe needed:
workflow and skills. Between highly specialized software
applicationsand a greaterdegree of automation,
thereis potential to completely reinvent workflowin a
digitaleconomy. The challenge, as with so many other
technologyimplementations, willbe in shiftinglearned
behavioramongthe workforce.
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The evolved workflow will drive demand for new skills. For several years, theimbalance between supply of digital
skillsand demand for expertise has beenforcing companies to change theirapproach to talent acquisitionand
retention. Closing the gap will require continued reinvention of skills-based practices, and that doesn’t evenaccount
forthe evolutionand growth of demand.

While the details of future demand are difficult to predict, the general directionis clear. Businesses will have an
ever-growing appetite fortechnology as a primary tool for delivering results, creating competitive differentiation
and meeting organizational objectives. There will always be fluctuationsin hiringand employment, but the long-term
futureis bright fortechnology professionals.

Industry sentiment remains high for a wide variety of reasons

IT pros feel very positive about the future of job roles Channel firms are confident about future prospects

33%
Very optimistic

32%

Strong outlook

High demand for
technology skills

Reaching new
customer segments

Flexibility/ Drivers for
work-life balance optimism

Drivers for Improving internal
optimism operations

Perception that tech
benefits society

Improving sales/
marketing efforts

44% 43%

Good outlook

Fairly optimistic

Growing risk of
cybercrime 19%

Mixed sentiments

Decreasing tech
19% spending
Mixed sentiments

Delivering more with Drivers for Drivers for Shrinking profit
shrinking budget pessimism pessimism margins
49 9
Risk of outsourcing _/o_ X 6% Labor costs/ availability
technology tasks Pessimistic Uneasy outlook

Source: GTIA ITIndustry Outlook 2025 | n=1,138 IT professionals | n=1,152 IT channel professionals

More than three out of four professionalsintechnicalroles feel optimistic about their career potential. Tech skill
demandremains high across allindustries, and techroleslend themselves well to flexible work arrangements. While
companies struggle with theirapproach to cybersecurity orthe shift away from a cost center mentality, thereis
tremendous opportunity forIT pros to help theirbusinesses accelerate digital transformation.

Assimilarnumber of individuals workingin the IT channel have high hopes for theirfirmsin the yearto come. The
ITchannelandthelargerecosystem of technology enablement firms play a crucial role in bolstering the digital
economy, and there willbe continued evolutionin the industry as new dynamics come into play betweenvendors,
distributors and solution providers. Technology firms will aim to improve their business operations—especially
including sales and marketing efforts—as they seek out new customer segments.

Althoughtechnology trends and components advance at arapid pace, the transformation of business and society
takesplace onalongerscale. Appreciating that scale canhelp organizationsrespond to new concepts withaview to the
future, building skills and operations that willhelp weathernot only this next wave of progress but the many tocome.
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The Hidden Challenges of Increased Spending

rom arevenue perspective, it certainly doesn’t seem as though abubbleis

about to burst. Gartner’s predicted worldwide IT spending total for 2025

is $5.75 trillion, which would represent 9.3% growth over 2024 spending if
the forecastis accurate. There are healthy gains projectedin all five segments of
Gartner’s spending breakdown, with only data center systems expected to show
less growth than the previous year.

. 2024 . 2025
2024 Spending Growth 2025 Spending Growth

gj;feifsmer 318,008 34.7% 367171 15.5%
Devices 735,764 6.2% 805,722 9.5%
Software 1,087,800 1.7% 1239.779 14.0%
IT Services 1,587,913 5.6% 1,737,754 9.4%
ggrr\*/}?e“s”'ca“o” 1,530,299 2.0% 1,596,890 4.4%
Overall IT 5,259,784 7.2% 5,747,317 9.3%

Source: Gartner (October 2024) | Spending amounts in millions of U.S. dollars

There are two significant caveats to considerin the global spending numbers. First, the push for Al functionality
(alongwith ongoing pushes fordata analytics and cloud-based architecture) will drive sizable investments by large
cloud providers. Especially inthe area of data center systems, smalland medium-sized businesses (SMBs) will likely
bereducing on-premisesinfrastructure buildoutin favor of as-a-service offerings. Thisreduction willbe more than
offset by cloud behemoths, who willneed major expansion to serve growing demand.

The second caveat calls back to atheme from the past: rogue IT (or shadow IT). While companies have made great
stridesin collaborating around technology procurement andimplementation, the total technology budget has still
become distributed throughout the organization. Business functions have technology spending embeddedinline
itemsthatrollup to strategic initiatives, which makes it more difficult toisolate and identify the aggregate spend.

Taking things one step further, technology leaders within collaborative efforts are typically stillthe oneswho

answer for overalltechnology performance. One of the main drivers behind collaboration was the need for holistic
cybersecurity andintegration. Overseeing these items allowed technology leaders to exertinfluence, butit also
placed themin prime position forresponsibility. Moving forward, CIOs and othertechnology professionals will need
to double downonvalidating technology expenditure, evenif they aren’t the ones doing all the spending.
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venwithlarge and growing appetites for
technology, there are times when areality
checkis needed. Afterheavyinvestmentsin
digitaltooling andresources after the pandemic,
organizations will be hitting the pause button to evaluate
the success of pastinitiatives and to determine their
directionforthe future. The explosion of cloud software,
the ubiquity of connected devices and the dependence
onwell-organized data have all created different
versions of organizational debt. Thereistechnical debt,
where the architecture has grown faster thanbest
practices foroperations and maintenance. Thereis
process debt, where workflows and decision making
have become inefficientand misaligned with technology
systems. And thereis personnel debt, where the proper
skills formaximizing technical capability have notbeen
built. These different forms of debtadd up to make
technology implementations fall short of their potential.
Atthe sametime, the level of complexity is skyrocketing.
The stability of foundational computinginfrastructure for

T

The Barls Set Higher for Digital
Transformation

many organizations has allowed thousands of solutions
tobloom. Thisis good news forindividual business

units that can now digitize theirlocal operations, but it
createsadigitalhouse of cards forthe technology team
tomaintain. Understandably, organizations are hesitant
to throw more money at the problems without a solid
strategy. Spending and hiring willnot completely dry
up, especially overamulti-yearhorizon. Inthe nearterm,
however, companies will be taking a close look at the
real benefits they have gained from priorinvestments,
and they willbe making adjustments to procurement
and evaluationfornew projects. Technology leaders
willneed to continue making stridesin establishing a
strategic approachinorderto help theirorganizations
stay onthe cuttingedgein sustainable ways. This will
include developing new metrics to demonstrate the
efficacy of technology, communicating costs andrisks
atasystemleveland collaborating with businessleaders
to make the most of future investments.
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The difficulty with hitting the pause button ontechnology adoptionis that the market keeps moving. Pushing forward
blindly willlead to more accumulation of debt, buttoo much caution can cause loss of market share orlack of competitive
differentiation. It willbe imperative to quickly build sustainable processes around procurement and evaluation.

While most firms are planning a measured approach to technologyin the next year, both small firms andlarge

End user organizations taking a more measured approach to technology while dealing with
increased complexity

Expected approach to technology implementation Factors impacting technology complexity
0,
54% Integration of new and established technology
48%
45%
' High number of software applications
32%
30% 20%
26% Number of features within software applications
22%
15%
Attempts to automate workflow
u Backend infrastructure requirements
Aggressive Measured Steady/Slowdown
W Small B Medium Large
2-99 100-499 500+
employees employees employees

Source: GTIA IT Industry Outlook 2025 | n=504

enterprises show the mostinterestin maintaining an aggressive posture. The largest companies obviously have the
structure andresources to manage and measure technology investments; several may have already gone through
thisreassessment phase. Smaller firms are more resource-constrained, but they may be feeling the pressure of
moving toward the cutting edge afteramore hesitant approach. These organizations willhave to learnon the fly as
they catch up while ensuring productive outcomes.

Communicating complexity will be a critical task for IT pros as they help theirmanagement teams navigate a new
decisionprocess. Some IT pros may feel that the organization generally overestimates complexity, lacking the

skills to fully appreciate how the architecture is built. Others may feel that complexity isunderrated across the
organization, with alack of understanding around the difficulty inintegration and automation. Either way, the solution
isessentially the same - anaccurate description of the tasks needed to turnindividual productsinto holistic workflow
iskey to solving the investment dilemma.

Complexityis driven by many factors, especially forcompanies with established technology that are pushing toward
modernsolutions. At the highest level, the fundamental driver of complexity—and misunderstanding—may be the
desire to build a software-driven organization. Individual applications can capture the imagination of business teams
and executives, but developing a seamless workflow and managing the necessary infrastructure are activities that
contribute heavily to the cost of an aspirational vision.
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Organizations Begin
Counting the Costs of Al

_.4.
- Tiv

he fact that people are discussing an Al bubble dataandblockchain, the first cost that businesses
suggests that Alhypeis pastits peak, just as encounteris the cost of infrastructure. Cloud
CompTIlApredictedinits ITIndustry Outlook computing provides an avenue forcompanies to avoid
2024 report. With that said, this clearlyisn’ta the full cost of infrastructure buildout, but nothing
situationwhere sentimenthas turned sour overnight. comes forfree, and subscriptions orlicensing add
There continues to be plenty of excitement around Al’s up quickly. Another costis the difficulty of modifying
potential, atleastamong media and event planners workflow. Al capability can have straightforward
if notIT departments. Organizations are certainly valueinasingle application, but stitching multiple
experiencing benefits fromAl, but many of those applications togetherinacomplexworkflow changes
benefits are coming from efforts that predate the the equation. There are several other costs to consider,
emergence of generative Al, using machine learning butone final costunique to Alis the ethical question.
algorithms ornaturallanguage processing toimprove Beyond workforce disruption orgeopolitical threats,
workflow. Alis far fromvaporware; there will clearly firms must grapple withwhatit means to have Al create
berealtransformation as businesses figure out how content ormake decisions. The paththatleads to
toleverage the technology. However, Al is also far novelresultsinthe shortterm may have downstream
frombeinganinstant success story. The tremendous consequences foridentity and reputation. Ultimately,
potential that many can seeis offset by the significant asAlischanging the way thatwe work, itis also forcing
costs ofimplementation. Similar to the trends of big ustoreconsiderwhatworkevenis.
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CompTlA’sresearch on Althroughout the past several years hasrevealed several indicators forhow this trend will
ultimately play out in an enterprise environment. First and foremost, Al will primarily be an enabling technology,
withmost businesses acquiring Alas an embedded feature of otherapplications such as customerrelationship
management (CRM) or business productivity software. This means that Al will be anotherlayerinacomprehensive
technology stack, adding to the overall complexity.

As Alenters an organization through various applications, there will be different skilldomains that emerge as
complementary skill sets to existingacumen. Data, security, SysOps, architecture, auto coding and prompts are
the primary domains where new skills are developing. These domains will evolve over time and may even change
completely as adoption matures, and companies will have toremain agile in their talent development plans to keep
up with the shifting skilllandscape.

Thereasontalent development will continue to be a priority is that companies largely are not expecting Al toreplace
human effort. One of the most prominent challenges that businesses are currently facing or expect to face on their
Aljourneyisbalancing theresults from Al algorithms with the experience and creativity of theiremployees. Broadly
speaking, CompTIA’sresearch has consistently uncovered adesire to boostinnovation through technology rather
thanreduce the workforce, and Al provides tremendous opportunity forreimagining productivity.

There are many otherchallenges that companies face, from cybersecurity issues to data management, but there are
clearly many benefitsin store forthose that solve these questions. Evenin these early stages of mass Aladoption,
organizations are seeing progressin making work more efficient and achieving some gainsin the longstanding goal
of automation. There willbe refinement as businesses discover any side effects from Alusage, but the long-termview
is that the rewards will be wellworth the growing pains.

Realizing the benefits of Al will require overcoming diverse challenges

Expected/experienced challenges Expected/experienced benefits

<y Time savings on routine tasks

Amomating " operations
Balancing Al and human efforts .
_LV8 Deeper data analysis

Y Automating business workflows
Building datasets for training

Insufficient technical skill .
<EVE Ability to redeploy employees
Lack of understanding on Al output
New insights/suggestions
Difficulty changing workflows

Source: GTIA IT Industry Outlook 2025 | n=504
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Tech Providers Take New
Steps to Prove ROl to

Customers

sbusinessleadersincreasingly question the
ROl ontechnology purchases, the barfor
proving that the spendisjustified hasrisenfor
channelfirms. Whether proposing anew cloud
infrastructure project, Al pilot orhardware modernization,
channelfirmstoday needtoinject more proof points and
results-oriented talkinto their pitches. Why? Customers
have gotten finicky after seeing tepidresults fromtech
investments of therecent past. Somereport fatigue
aboutyetanothernew thing that will transform their
business. Atthe sametime, the appetite fortechnology
remains strong. This dichotomy is forcing many channel
firmsinto a delicate dance with customers: onthe one
hand trying to avoid the classic overpromise/underdeliver
trap by offeringup realistic numbers onROland other
metrics, while at the same time not taking the spreadsheet
talk sofarthatit sucksjoy out of apromisingtech deal.
Challenging as thatis, thismore balanced approach
resonates with customers who need a bitmore convincing
about newertechnologies, especially those who are not

seeingthe ROIthey expected from pastinvestments.
Considerthis shockerfromarecent|BMstudy of 2,500
business andtech executives onthe topic of Al: Fewer
thanhalf of respondents believe theirorganizationis
effective at basic T services, and theirconfidencein

the effectiveness of these basicsis only half of what
itwas adecade ago. That’sstunning. Anditillustrates
the potential difficulty of trying to sell Al orany cutting-
edgeinnovationwhen customers are suspicious about
the performance of fundamentals. Amidst this scrutiny,
channel firms should frame theirservicesin the context
of the customer’s business, budgetand outcomes they
seek. Bevery specific about what the technology can
deliverand howlongit will take to see results. Then make
good onmeasuring and monitoring the performance.
The yearahead willno doubt feature the usual excitement
overnew techdevelopments andinnovations, butit will
alsobe marked by customers demanding more focus on
brasstacks andresults that justify their spending.

LGTIA
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Selective though they may be with their spending decisions, today’s customers nonetheless remain hungry formany
of the benefits thattech solutions can bring to their organization. Infact, more than half of customers have expressed
greaterenthusiasminthelast12 months fortechnology to serve as a strategic asset to theirbusiness thanin prior
years, according to channelfirmsin thisyear’s study.

IT’s shift from cost centerto a strategic piece of business operations hasbeenhappening forsome years now
formany organizations. Channel firms have benefitted from this new customermindset for sure. Strategic IT has
generated demand forcomprehensive technology services and business consultingacumen and established a
pathway beyond traditional productresale models. Theimpact of technology’s shiftingroleinend user settings
continues apace today, as customers seek experts to help them with everything from crafting an Al strategy to
establishing a strong cybersecurity posture.

Channel firm customers continue to view technology as a strategic asset, despite ROl demands

Technology mindset of customers in past 12 months Reasons for enthusiasm among customers

65%

54% , - ) I
58% o Al's ability to innovate and streamline
509 i i i i
45%  45% % Cost savings associated with tech solutions
40%
319 44% Data insights fueling better business outcomes
o
1% Advantages gained from digital transformation
14%
36% Protection gained from cybersecurity solutions
3% 4% gy,
L 10%

Outsourcing to MSPs eased internal skills gaps

52%

31%|

More enthusiasm About the same Less enthusiasm
W Micro W Small W Medium Large
1-9 employees 10-99 100-499 500+
employees employees employees

Source: GTIAIT Channel Outlook 2025 | n=512,n=486

Aninterestingwrinkle is that customerzeal fortechnologyis seemingly predicated on opposing goals: tech for
innovationand growthvs. techforcost savings and efficiency. At a closerlook, these objectives aren’tin conflict,
however. Infact,investmentinasingle technology alone oftenyieldsresults onboth fronts. Consider this example:
Channelrespondentsreport that Al's potential as both aninnovation spark and a way to streamline existing
processestopsthelist of reasons customers say they are excited about technology today.

Inthe yearahead, successful channel firms will continue making the case that technology investments serve the
dual objectives of innovation and cost containment. And they will aim to prove relevant need and demonstrable ROI
fortheirservices. Many are doing so creatively today. Forexample, nearly sixin ten channelrespondents said they
prove value by offering customers myriad options for technology consumption, i.e. subscription-based models for
software; usage-based pricing for cloud services; or financing options forhardware and otherinfrastructure. Still
otherchannel firms are boning up ontechnologies specific toindividual verticalindustries to flex their niche skills.
Anotherthirdis offering adjacent serviceslike usereducation and training to augment their portfolios. Bottomline?
Customers are as hungry as ever fortechnology, but also farmore discerning in what they choose to order.
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The Value of Partnerships
Grows as Channel Ecosystem
Expands

ne of the more ubiquitous buzzwords
coined about the IT channelinthe last
fiveyearsis “ecosystem.” Asitimplies,
theterm portrays aninterconnected
environment flush with many players of many stripes.
Andit’strue. The channelhas gone fromasinglelinear
chain of mostly hardware resellers to a collection of
managed service providers (MSPs), tech consultants,
referral partners, influencers, digital marketing firms,
online marketplaces, telecomagencies and more.
Part of the reason so many channel business types
have sprungupisthattechnologyis more complex.
Arelatively straightforward menu of hardware and
software choices has mushroomedinto amassive
curricula of data services, e-commerce, Al, software as
aservice (SaaS), cybersecurity, cloud computing and
mobile devices. Inthis diverse and highly specialized
environment, some channel firms find their capacity to
be allthings to all customers daunting. Thisisleading to
renewed interestin partnering with other channel firms.

Counterintuitive as working with the competition may
sound, partneringworks on several levels. Most notably,
the practice helps channel firms fillin portfolio gaps,
oftenforadjacent services such as digital marketing or
web development, without having to build those skills
internally. Similarly, quid pro quo referral arrangements
allow, forexample, a SaaS-based MSP torecommend
atrusted cybersecurity services provider to their
customer - andviceversa. Partneringis also away to
blunt stiff competition from online marketplaces like
Google and Amazon by enabling firms to expand their
technical capabilities, geographic footprint, and, in
some cases, their sales effectiveness. What’s critical
tomaking these arrangements work - and why failure
rates have been highinthe past - is formalization of the
relationship terms. No more handshake deals; channel
firms needtoironout the conditions of a partnership
inalegalcontractthat coversallaspects of the
arrangement, from liability issues that can crop up to
who owns the customerrelationship.

LGTIA
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Topartnerornotto partner? For90% of channel firms today, the answer to that questionis aresoundingyes.

While notanew phenomenon, peer-to-peerpartneringis gaining more steam as a business practice today. Why?
You canthankthe challengesthat have come with today’s highly complextechnology solutions and delivery models.
Considerthe level of skillandresources needed to declare expertise ineven one or two of tech’s main disciplines, say
cybersecurity ordata science. It’'snot alow bar. Factorinthe acumen to deliveradjacent services andinfrastructure
that supportthose two disciplines, and the barmoves everhigher. It’sunderstandable that many channel firms have
skillorresource gaps that affect what they can offer clients.

Partneringis one solutionto the problem, akind of arrangement thatideally helps channel firms plug holesin their
skills orportfolio by teaming up with other firms. Sixty percent of channelrespondents describe their current
partnering activity as a strategic and formalized part of theirbusiness operation, while three in ten say they work
with othersinamore tactical, less formal fashion. Just 10% reportlittle to no partnering activity at all. Those that are
partnering are happy with the results; 81% rate these engagements as positive orvery positive.

Partneringincidence among channel firms ramps up as response to tech complexity

Participation style in partnering activities

with other channel firms Top reasons for partnering with other channel firms
43% 45% 52% 51%
More offerings for o More offerings for More offerings for
Fill skills gaps
customer customer customer
45% 49%

. 60% 31% Amplify Gain access to 50%

Strategic ° Fill skills gaps complementary partners with vertical Fill skills gaps
X business models experience
Tactical
L
24% 41% 40/'_’
; X 48% Amplify
Broaden geographic More offerings for SR
" Fill skills gaps complementary
sales footprint customer

business models

10%

Rare/Not Done

Source: GTIA IT Channel Outlook 2025 | n=512

Partnerships cantake many shapes andforms. Beyondfilling technical skills gaps forone another, companies alsojoin
forcesto presentamore comprehensive set of offerings to customers. In this case, one partnermight be the face to the
customeronadealinaggregate, but some of the services orproductsinthat deal are delivered by the otherchannel
partnerviaakind of subcontractor-type arrangement. Other partnering activities cited by respondentsinvolve referral
deals, whereby atech consultant, forexample, is paid areferral fee forrecommending a channel firm to sell products or
services. Stillothers are eyeing access to vertical markets by teaming with another.

The key to making these relationships workis formalizing them. It’s wise to cement the details of any partnership deal
inacontract that addresses everything from expectations to liabilities. This will be especiallyimportant as these
dealsbecome more commonplace. And they are: Seventy percent of respondents said they expectanincreasein
partnering activity in the next 12 months.

uGTlA GLOBALTECHNOLOGYINDUSTRY ASSOCIATION | ITINDUSTRY OUTLOOK 2025 | 13



Bespoke Platforms Become
the Focal Point of Software
Development

.
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oftware development has had aninteresting
journey over the years. Originally, the
discipline was the domain of large enterprise,
eitherthose companies building software for
external sales orthose companies that could afford
some degree of internal development effort. With the
rise of opensource, web presence, microarchitecture
and cloud platforms, software eventually became a
skillthat almost every company needed to havein-
house. Web developmentwas a primary objective,
quickly growingin scope as more companies added
e-commerce or otherweb-based extensions of their
product portfolio. Customization and automation
also featured heavily, as businesses wanted to tailor
off-the-shelf software in either packaged or SaaS
formats. Today, the typical development practices at
many organizations are facing pressure, notjust from
Albutalso fromlow-code/no-code applications or
third-party specialists. However, the same complexity
that makes it difficult torealize Al’'s potential across

. ‘/A
R /

afullworkflow opens opportunity for software
developers. Companies haveinvestedin a constellation
of solutions, and consolidation can have a positive
impacton productivity. The mostlikely course of action
willbe to double down onautomation efforts, tying
togetherapplicationsinaway that enables smooth
workflow, connects to acollective dataset and provides
holistic security. The end result of these efforts will be
aconceptual platform tailored to the organization.

This platformwillbe loosely defined, without a single
code base thatcanbe discretely packaged, butit

will be the foundation for digital transformation. All
future initiatives willneed to considerimplications

of connectingto the platform, and fine tuning the
platform’s operations will be a primary driver for
improved efficiency. For many organizations, software
development onits own hasbecome highly complex.
Turning that effortinward canleverage existing
expertise to begin solving the problem.

LGTIA
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One of the biggest advantages of cloud-based software has been the ability for small developers to build niche
applications. Theresearch firm SapientInsights Group defines sixmajor categories, 55 classes of applications and
over 2,750 vendorsinthe HR space alone. Intheory, the monolithic enterprise resource planning (ERP) packages of
the past cannow bereplaced by best-of-breed programs for every aspect of operations.

Inpractice, things are more complicated. The potential beauty of an ERP systemwas having everything talk to each

otherinaseamless flow. Eventhat was difficult to achieve inmany implementations, and pulling it off across a myriad
of individual solutionsis amonumental task.

Software diversity and integration drive demands for platform development

Mix of applications used in workflow Degree of integration among applications

W Wide variety 52 % 29 % W Highly integrated

IT staff with W Somewhat integrated
view of high
integration Not very integrated

Wide variety among
M Moderate variety aggressive tech
adopters

Basic set

Source: GTIA IT Industry Outlook 2025 | n=504

The variety of software applicationsis definitely on therise, especially among those firms that are taking an
aggressive approach totechadoption. While there seems to be a correlation between the number of applications
and a high degree of integration, the low number of IT staff reporting high integration (as opposed to ITmanagement)
suggests that the problemis farfrom solved.

Building a custominternal platform brings the chaos under control. Rather than delivering value in a tight window,
each applicationbecomes part of abroad solution. The platform provides high-level context for cybersecurity
initiatives, and data structures can be designed to serve the collective whole.

Of course, each of these potential benefits doubles as abarrier to progress. Defining handoffs and connecting
disparate application programminginterfaces (APIs) are already hurdles forongoing automation efforts. Many
companies are struggling to define a cybersecurity strategy, and data managementisin early stages of adoption,
especially forsmaller firms. Focusing development effort on a tailored platformis a simple idea that will prove
incredibly difficult.
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Cybersecurity Risks Renew
Calls for Tighter MSP Controls

ybersecurity risks have everyone on edge
these days. Business executivesregularly
fretabout hypothetical databreachesand
ransomware attacks, wonderingifit could
happentothem. Some of these executives turnto
outside technology providers for help, including tapping
MSP businesses known forremotely managing and
securing customer T operations. Inaworld where data
protectionis more critical than ever, working with an
MSP requires a high degree of trust fromthe customer.
Andyet, how does acustomerknow what they are
gettingwhen choosingan MSP? Unlike otherservices
professions such as electricians oraccountants that
must be formally licensed, the MSP industry remains
largely unregulated or guided by any enforceable

set of standards, otherthanindividual service level
agreements. Forcustomers, thismeans takinga

leap of faith, evenif the MSP in mind comes highly
recommended fromatrusted party. Thisleapis even
scarierintoday’s fraught cybersecurity environment.

S

—
pa %
=

S

ConsiderthatMSPs have beenrecent targets of some
high-profile hackingincidents because of theiraccess to
multiple customernetworks. All thisleads to the following
question: Should there be universal criteria or credentials
thatacompany must attainto marketitselfasan MSP?
It’sahot debate that’'sragedinthe community foryears.
Sticking pointsinclude determining the criteriarequired for
professionallicensing (i.e. aninternal security operations
center(SOCQC), specificratio of technicians to customer
seats, certainpercentage of certified employees, etc.)
andthenchoosing the body to oversee these standards
andenforce compliance. There’s also a question of who
needstomeetthe criteria, the MSP businessitself or
individual practitioners. Both sidesinthe debate have
cogentarguments, but one of the most compelling of them
posits that formal MSP standards would help distinguish
true MSPs fromless-capable masqueraders that give the
managed servicesindustry abadreputation. Eitherway,
the discussionis sure to pickup steaminthe yearahead as
cybersecurity concerns persist.
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The majority (67%) of channel firms today believe that the MSP business model should be subject to greater, more
formalized oversight. But as so many things arein life, the devilisin the details. Asit stands today, 51% of firms
believe the MSPindustryis already guided tightly by a set of best practices and standards, while 44% describe that
guidance asloose at best. The key word hereis “guided” because today’s MSP best practices and standards aren’t
mandated by government or other professional/trades groups like those foran accountant or electrician. Most of
whatisinplace todayisbychoice and onthe honorsystem. That has created aninconsistent MSP landscape where
customers are ontheirownto determine whethera provider carries adequate cyberinsurance, manages theirown
SOC, employs certified technicians and checks other boxes that would count toward some semblance of “official”
MSP status.

Channel community generally favors greater standardized oversight of MSPs

Whether MSPs should be subject to stricter regulations Reasons for stricter MSP regulation

79%
71% Cybersecurity incidents are too

serious 61%

Growing need for accountability 52%

Competitive advantage/differentiation 39%

29%
26%

20% 19%

I12%I10%
o

MSPs can tarnish business model

10% 10% reputation 38%

. Customers are demanding it

63%
51%

Yes N
W Micro m Small m Medium Large

32%

Unsure

Source: GTIA IT Channel Outlook 2025 | n=512, n=340

The calls formore MSP oversight in the form of official licensing orregulatory status seemlouder today. Arange of
reasons accountforthe uptickinvolume, includingincreased pressure foraccountability around cybersecurity
incidents, the desire forcompetitive advantage and the need to satisfy customerdemand formore reputable MSPs.
Of alltheitems onthe checklist of what an MSP must have, respondents cited fouras most critical: cyberinsurance
fortheirown business and on offerto customers; a set percentage of certified technical staff; legal expertise on
staff;and aninternally managed SOC.

None of these requirements comes cheaply. The costto meet them would surely be prohibitive to a subset of

the thousands of companies that call themselves MSPs today. And that’s just one reason why the list of potential
challenges to universallicensing orregulationis solong. Considerjust afew items cited by respondents beyond the
costof compliance: Who should be subject to professionallicensure, the MSP business or MSP professional? What
body enforces these standards? Whatis a universal definition of an MSP?

Andyet, the drumbeat continues. Given the critical nature of cybersecurity and data protectionand an MSP’s central
role to protecting customer networks, it makes both business and consumer sense that some formalization of
standards, whether that’s professionallicensing orsome otherregulation, remains on the table.
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Data Team Formation
Enables Analysis and Al

atais one of the mostimportant assetsinthe
age of digital business. Companiesuse data
tolearnmore about theircustomers, fine-tune
theirinternal operations and make predictions
about futureinitiatives. Of course, such apowerful asset
comeswithahost of new challenges. As organizations
are exploringmoderninfrastructure with cloud systems
and mobile devices, they have to secure datain multiple
phasesratherthanassumingitis safe behindasecure
perimeter. Companies are alsorealizing that more
advanced data practices, such as scientific modelingand
training for Al systems, require arobust data management
strategy. Many firms have data silos across different
departments, and building a comprehensive storage plan
with awell-defined dataflow processis the first stepin
preparing data forinnovative usage. Just as cybersecurity
specialists branched out frominfrastructure generalists,
dataspecialists are beingdeveloped and placedinto
dedicated teams. Fordatamanagement, database
administrators focus on maintaining foundational data

structures and data engineers manipulate and prepare
dataforinterpretation. Ontheinterpretationside, data
analysts performdata miningand standard analytic
techniques, while data scientists use machinelearning and
statisticalmethods to craft complexmodels. Overseeing
the entire process, data architects set strategy and ensure
business alignment. Inthe same way that datais spread
throughout an organization, many of these skills may
currently be spread between technicalteams and business
teams. Inorderto capitalize on all the potential of this
valuable asset, businesses willbegin gathering these skills
togetherandstructuring teams that oversee all aspects of
data. The specific organizational structure will likely differ
fromone company to another, especiallyinthe shortterm
as firms determine the best course of action given their
current staffing. Whethera data teamultimately reports to
achief data officer, atraditional chief information officeror
some line-of-business executive, these skills will quickly
become some of the most highlydemandedinatechlabor
market thatis already tight.
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Today, 56% of organizations say that they have dedicated data specialistsinatechnology department as part of their
team handling data operations. Predictably, thisis weighted toward medium-sized and large companies, but 45% of
smallfirms claim to have theseresourcesin-house, suggesting that many companies may be considering business
analysts that certainly work with data but may not dive into the technical aspects.

Whenitcomesto deep technical work, generalist IT workers are still carrying most of the burden. Overall, 54% of
companies say that generalists are part of the data strategy, and the distributionis much more even across company
size. From here, data personnelbecome more uncommon, including dedicated specialistsina business department
(38%), outside firms covering arange of technology issues (22%), and technology firms specializing in data (21%).

Regardless of theincidence orlocation of data professionals, organizations see plenty of room forimprovementin

Dedicated skills are in demand for data management and interpretation

Challenges in building data practices

Integrating data 40%
Only Managing new data formats 32%
1 70/0 Speeding up data analysis 31%
of organizations are exactly Preparing data to train Al applications 31%

where they want to be with

their use of data
Dealing with data regulations

Viewpoint is consistent across

N Lack of automation in data processes 24%
company size

Dealing with data silos 24%

Building proper storage architecture 24%

N
2
N

Building networking architecture 24%

Source: GTIA IT Industry Outlook 2025 | n=504

theirdata operations. Following the theme of connected workflow, dataintegrationis clearly the top challengein
building arobust data practice. Alis already having a strongimpact on data strategy, and infrastructure issues pop up
once againas companies build out the basic foundation. The list of challenges presentedin the survey was specific
to datahandling, but data security has also been cited as a top priority in other CompTIAresearch.

Thelist of data skillsindemandreflects both the focus on advanced data tasks and the necessity of supporting/
adjacent functions. The mostin-demand skillis data analysis (77% citing moderate/significantimprovement
needed), followed by data visualization (75%). Companies clearly want to gain new insights and make these
insights available to decision makers. To get there, though, firms are starting torecognize that they also need data
architecture (74%), data infrastructure (72%) and data security (70%).
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Skills-Based Frameworks
Drive New Waves of
HR Innovation

ith the challenges companies are facing
in building the technical talent they
need, there has beenssignificant effort
onreimagining the processes for talent
acquisition, development andretention. The theme
formost of these processes has been a skills-based
approach, defining the specific skillsneeded foreach
jobrole and then developing amethodology for closing
skillgaps. The area where this approach has gotten
the most attentionisin hiring, with many companies
dropping degreerequirementsintheirjob postings.
Although this move away from degree requirements
has had mixedresultsin actual hiring to date, it allows
companies to begin exploring the changes needed
inHR practices to support a skills-based approach.
CompTIA's Workforce and Learning Trends report has
tracked HR attitudes and behavior around a skills-
based approachforseveral years, withthe mostrecent
report showing that 49% of HR professionals feel thata
skills-based approachisanewand compelling method

fortalentmanagement. Thereportalso shows that the
investments being madeinrestructuring HR process
must soon start showing outcomes. Other CompTIA
research has foundthat the top challengesinutilizing a
skills framework include the learning curve formanagers
and maintaining consistency across departments

and stages of acareerjourney. All of these data points
suggest that an overhaul to the HR functionis onthe
horizon. Along with the initial cost of developing a skills
taxonomy, companies will be reconfiguring the tools
used to assess skills and drive workforce decisions. This
activity willrapidly extend beyond the hiring process
toinclude upskilling of technical talent and reskilling of
otheremployeeswho may be seeking a career change.
HR departments willlook fornew technology solutions
to help organize and automate these activities, but
those solutions will have limited use if the underlying
workflowis not clearly defined and communicated
throughout the organization.
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Fitting in with the theme of cautious investing, organizations expect to mostly hold steady or drop slightly in their
hiring plans, with 39% expecting to explore new hiringin 2025 compared to 41% who were expecting to explore hiring
in2024.The primary method for closing skill gaps continues to be training existing employees, with 66% expecting to
provide training optionsin 2025 compared to 59%in 2024.

Skillgapsin every technical field are driving focus on a skills-based approach

Areas with greatest skill gaps

Level of investment in
skills-based approach

450/0 37% Heavy

investment
Cybersecurity Software

750/ Moderate
0 investment

Heavy/
moderate
investment

28%

IT Support

31%

Infrastructure

25%

Light/no
investment

Source: GTIA IT Industry Outlook 2025 | n=504

Although cybersecurity and software development lead the list of estimated skill gaps, there isrelative balance
across all families of tech jobroles. Companies are still largely targeting early career (3-5 years’ experience) or mid-
level (5-10 years’ experience)in their hiring plans, but the imbalance between supply and demand will force more
consideration of entry levelroles, evenif these roles may require definitionin areas like cybersecurity and data.

Whetherbusinesses are training or hiring, there will continue to be investmentin a skills-based approach. Threein
fourcompanies to date have invested heavily ormoderately in the frameworks and methodologies needed for skills-
based assessment and activity. Those investments, like technology investments, willsoon be coming under scrutiny
and willrequire more formal descriptions of the outcomes being achieved.

Only 19% of companies feel that their existing HR systems are extremely well-aligned with a skills-based strategy,
withanother50% saying that their HR systems are mostly well-aligned. The HR processes mostin need of attention
are performance management, candidate screening and hiring procedures. HR workflows may be part of alonglist
of workflows that need to bereevaluated and redesigned with modern technology, but they are perhaps among the
most critical since they fuel the very skillsneeded to forge new pathsinadigitallandscape.
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SMBs Eye Workforce
Upskilling to Gain
Competitive Advantage
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datascience andindustry verticals. That viewpointis
changing today, however. As technology continues
establishingitself as a strategic business asset and
competitive differentiator for allcompanies, the baron

he topic of skills factors into myriad
conversations across the tech workforce and
businesslandscapes today. One discussion
that will be getting more attentionin the coming

yeariswhatis happening with skills development
among SMBs, boththoseinthe IT channeland their
customers, who mostly happento be smalltoo. For
years, the prevailingwisdom has been that most SMB
channelfirms tend to be technology generalists,
focused primarily on providing basic infrastructure
servicesranging from device and network management
totheinstallation and updating of software. Asimilarly
minimalistline of thinking has gone for SMBs on the
customerside: They oftenlackaninternal ITdepartment,
oroperate averyrudimentary one, and therefore don’t
need to fosterin-house tech skills beyond the most
basic. The more blanket assumption has beenthat
largerchannel providers and enterprise customers

are the ones thatrequire staff with sophisticated skills
acrossdisciplines such as software development, Al,

skills developmentisrising for SMBs. It’s a good bet that
many of these smaller firms are already starting to upskill
theircurrent tech employees forjobroles orduties

that feature cloud computing, software development,
cybersecurity and data. Driving this quest to attain
higher-leveltech skillsis demand. Channel executives
today will tellyou that even the smallest of customers
isonhighalertabout cybersecurity orhas pointed
curiosity about Al’'s potential for theircompany. And
they want to know that theirtech providercanhelp
them. To maintain a competitive edge, more SMB
channel firms should begin down this path of upskilling.
First stepsinclude evaluating their current skills, then
identifying gaps and areas of demand, and finally
making requisite investmentsin training.
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Among channel firms whose primary set of customers fit the traditional definition of an SMB business, most

(57%) describe their clients’ tech skillsand acumen as intermediate level. By intermediate, they mean their SMB
customers have a generalunderstanding of today’s tech landscape and are adept at working theirindividual devices
and applications. But typically, these same organizations do not have theirown IT staff and are cautious about
introducing new technologies.

Athird of channel firms, however, say their SMB clients are expert level, possessed with a solid understanding of
today’s technologylandscape and theirown company’s needs. These firms have anIT department and express a
willingness toinnovate and deploy more sophisticated tech solutions. To differing degrees, both customer groups
areripe forimproving skills fortoday’s complex tech solutions. Likewise, SMB-sized channel firms that sell to them
should be thinking along the same lines, expanding skills to match customerneed.

SMB customers eye upskilling, training and outside help to boost their tech skills

Channel firm viewpoints of SMB attitudes SMB customer actions to adapt to
toward technology in past 12 months growing tech complexity

L1379 Increased training and upskilling of existing staff

About the same
LEY/9 Increased use of third party for employee training

Need more help
K74/ Committed to MSP/outside provider for tech needs

8% &I/ Hired their own tech professionals for the first time

Less interested

Source: GTIA IT Channel Outlook 2025 | n=512

Toboost those skills, channelrespondentsreport that SMB customers are taking a dual approach: upskilling their
own staff while also tapping third parties forhelp. Some are opting to outsource completely. Thirty-seven percent
of channel firms said their SMB customers have committed to an MSP to gain access to today’s advanced tech skills
without having to hire orretrain theirown employees. Infact, 42% of respondents said their SMB customers have
sought more help fromthem thanin previous years formaking decisions about newer technology solutions.

What are the solutions and skills that customers are mostlooking fortoday? Top of the list, not surprisingly, is
cybersecurity expertise, followed by skillsin data, managed services and digital transformation. For channel firms,
each of these solution areasis challenging, particularly cybersecurity where the stakes are both much higherthanin
the pastand farmore complexinterms of remedies and preventive techniques.

Bottomline? Large organizations don’t own the market on advanced technical skills. As such, more SMB firms, both
channeland end customer, should put themselves on a pathway to take advantage of today’s newest solutions.
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Wide-Reaching Global
Issues Influence Tech
Business Decision-making

wenty years ago, journalist Thomas Friedman
hit the market with his seminalbook on
globalization, The World s Flat. Friedman’s
main take was that the playing field of the world
economy was leveling out competitively, particularly
withrespect toworkersindeveloping nationsand
multinational companies’ outsourcing practices.
Arguably, globalization has run through several new
waves since that book’s debut, and the topicisnoless
relevant today thanitwas then. Youcaninpartthank the
inexorable march of all things digital for keeping global
matters top of mind formany companiesin the tech
industry andIT channel. The critical interconnectedness
andinterdependency of the globaleconomy was on
full display during Covid when supply chainissues
stymied the flow and production of goods, including
inthe semiconductorindustry as CompTIA’s IT Industry
Outlook 2023 explored. Today, while we still seeripple
effects from the supply chain calamity, it’slargely over.

Butitsimpactshined a spotlight onthe opportunities
and challenges of doing business across the global
economy. Right now, tech businesses are scrambling
to address skillgaps and adapt to an aging workforce;
grapple with theimpacts of Aland automation; and
defend against competitive changes brought onby
therise of BigTech online marketplaces. Considering
these challenges, some are goingtolook to new
markets, including overseas. In particular, the ever-
growing demand for new tech worker skills may drive
companiesto globalregions toaccesstoabroader
talent pool. Some US-based MSPs, forexample, have
been contractingwith IT support centers abroad as
amore affordable way to provide the 24/7 services
they promise customers. Regions outside the United
Statesare alsolookingbeyond theirborders to pickup
business withneighboring countries, suchisthe casein
Europe, orwith the US market.
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Channel companies withinternational ambitions have a variety of objectivesin mind. They are looking to boost
revenue, differentiate themselves competitively, meet customerdemand, and/orimprove theirown operational
efficiencies through personnel scale and business hours that span many time zones. Still others have been pulledinto
the global market by virtue of amerger oracquisition orthrough a key vendor partnership.

Considerthese telling statistics: Inthe lastyear, 47% of channel firms said they have done business with end
customersinanothercountry; 52% with avendor; 48% with a distributor; 46% with an outsourced service for
workforce help; and 48% with a consultant.

Of those dealings, channel firmsreport highlevels of satisfaction with the experience. Seveninten described

their globalbusiness experience as positive (including 19% that characterized it as very positive). Twenty-seven
percent deemed theirexperience a mixed bag of good and not so good, but only 4% reported an outright negative
experience.

Channel firms pursue global business to gain competitive edge, boost sales

Factors affecting entry into global business Top challenges to global customers or
supply chain partners

Opportunity to increase revenue 48%
53% Navigating different country regulations

Competitive advantage 44%

43% Communications effectiveness
Provide 24/7 IT services 42%

Digital transformation breaking down

35% 42% Currency differences

geographic barriers

Customer demand 34%
38% Tax/tariff implications

Outsourcing more cost effective 28%

Global supply chain firms introduced by
M&A activity

A 33% Understanding different business models

Source: GTIA IT Channel Outlook 2025 | n=512

Positivity aside, deciding whetherto do businessin other countriesis not trivial. There are hurdles in terms of
understandingregulatory, data and privacy laws across countries, navigating cultural differences, and anticipating
that politicalunrestand economic uncertainty in various regions could poserisks that affect trade policies and
tariffs. Otherrespondents point to the challenge of understanding how different business models operate invarious
countries and of the obvious communications difficulties that can arise fromlanguage barriers.

Yetintoday’s world where cloud computing and digital transformation have decentralized the technology behind
the world’s economy, global expansionis finding a place among a portion of channel firms and othertech providers
looking foran edge that drives theirbusiness forward.
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Conclusion

Neveradullmoment. That’s certainly true of the techindustry. Forthose working as IT professionals today, involved
inthe making or selling of tech solutions orjust starting to explore tech as a career, one thing above allis certain: this
isapath of constantchange.

But with constant change comes opportunity. There are new frontiers around Al and data to explore and exploit,
while ever-growing needsin cybersecurity, cloud computing and software continue to mount. To take advantage
of these opportunities, skills developmentis goingto be paramountinthe years ahead. Both as anindividual
pursuitand an organizationalimperative, skills attainment, if doneright, will help position people and companies
well for future competitiveness and growth. ITIndustry Outlook 2025 has identified several areas where the role of
skills willbe central: all things Al, the formation of data teams, changesin software development, and the growth
aspirations of SMB-sized companies and MSPs.

To bestunderstand which skills are critical to develop, one must first grasp general market trends and the direction
inwhich the techindustry and tech occupations are heading. There are many key questions to consider.

= Whattechnologiesandservices are trulyindemand and what is waning?

= Whatdo customerswant? What do employers want?

= Whatdoeslayingthe groundwork and foundation for the future look like as abusinessin the IT channel, atech
vendororanlT prolooking to build a career?

These are heady questions. Andjust afew that willcomeinto play in the yearahead. Practically speaking, GTIAsees
anindustry and workforce landscape that covers not only the new and exciting, but also the foundational. Consider
somethinglike IT infrastructure (think networks, hardware, basic software) that can frankly be viewed as bland when
compared with the genuine whiz-bang excitement generated by Al. The factis that without a strong foundation
inservers, secure networks, datamanagement, etc., the promise of Al falls flat. You must have both. This reality

will drive business growthin the channel forits many different provider types as well as carve out extensive career
pathsforlT pros.

That diversity of needs should be considered a win-win by all. The common thread through themis having relevant
and applicable skills, both onthe technical and business side. Skills evolutionis part of that constant change theme
intheindustry, and frankly one of the more exciting aspects of atechnology-based career.
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Methodology

This quantitative study consisted of two online surveys fielded to IT professionals and ITindustry professionals during
October2024. Atotal of 504 IT professionals basedin North Americaand 512 ITindustry professionals basedin

North America participatedin the surveys, yielding an overall margin of sampling errorat 95% confidence of +/- 4.4
percentage points. This survey was also fiel[dedin ANZ, ASEAN, Benelux, DACH and UK & Ireland. Sampling erroris
largerforsubgroups of the data.

IT professional ‘ ITindustry professional
ANZ 126 129
ASEAN 126 128
Benelux 128 126
DACH 128 130
UK &Ireland 126 127

As with any survey, sampling erroris only one source of possible error. While non-sampling error cannot be accurately
calculated, precautionary steps were takenin all phases of the survey design, collection and processing of the data
tominimizeitsinfluence.

GTlAisresponsible forallcontent and analysis. Please direct any questions to GTIAResearch and Market Intelligence
atresearch@agtia.org.

GTIAadheresto aninternationally respected code of standards and ethics for market research.
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About GTIA

The Global Technology Industry Association (GTIA) is the only vendor-neutral, 501(c)(6) non-profit membership
community connecting and representing the worldwide IT channel. We set ourmembers up for success by providing
benefits thatinclude trusted resources and networking opportunities. In addition, the association setsindustry
standards that enable companies to build sustainable, secure and profitable businessesinan ever-changing
technologylandscape. Internationally, GTIArepresents tens of thousands of professionals frommore than2,000
MSPs, solution providers, vendors, distributors, and other companies serving the channel. GTIAwas formerly known
as CompTIA Community (the membership arm of CompTIA). Formore information, visit gtia.org.
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Appendix A

Factors driving optimism and pessimism for technology professionals

55%
High demand for skills 52% Delivering more with less
53% 31%
Flexibility/work-life balance Risk of outsourcing
43% 44%
Strategic approach to technology Risk of cybercrime
36% 28%
Network of tech professionals Harm to society
36% 28%
Interest in cutting-edge trends Pressure from regulations
33% 23%
Range of specialized skills Inability to pursue skills
39% 15%
Benefit to society Difficulty handling complexity
36% 13%
M Large B Medium Small
Source: GTIA IT Industry Outlook 2025 | =418, n=112
Factors driving optimism and pessimism for IT channel professionals
New customer segments Shrinking margins
53% 36%
improving internal operations Customers spending less
32% 33%
Monetizing Al solutions Labor costs/availabilty
29% 23%
Improving sales/marketing Automation/Al
32% 20%
M 4%
New business lines or products Unexpected shock
26% 28%
Positive government action Technology fatigue
25% 20%
Pick-up among existing clients Industry consolidation
26% 12%
. Large . Medium Micro/Small

Source: GTIA IT Industry Outlook 2025 | n=418, n=112
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Al adoptionisin early stages, with activity expected to increase next year

Current stage of Al adoption Expected change in Al investment

Minor Significant increase 26%

implementation

Moderate increase 48%
Early
education and
pilots
No change 22%

Heavy
5% implementation Moderate decrease 3%

Full

integration Significant decrease I 1%

Source: GTIA IT Channel Outlook 2025 | n=512

Assessment of software development maturity suggests room for growth

Company Size Approach to Technology
Extremely robust 23% 22% 24% 44% 21% 9%
Moderately o o )
strong 35% Bk Bk 33% 40% 26%
LR 2z il 28% 19% 28% 35%
Basic 13% 9% 7% 2% 8% 18%
None 7% 4% 6% 2% 3% 12%
Similarity in assessments across company size Higher maturity among companies with
points to possible lack of visibility to all aggressive approach signals importance of
software efforts. software to digital transformation

Source: GTIA IT Channel Outlook 2025 | n=504
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Wide range of data skills in demand, but uncertainty remains on current skill levels

Significant Moderate No improvement/
improvement needed improvement needed Don’t know
Data security 23% 47% 30%
Data analytics 23% 54% 23%
Data visualization 22% 53% 25%
Data infrastructure 21% 51% 28%
Data mining 21% 47% 32%
Database administration 20% 48% 32%

Data architecture 18% 56% 27%

Source: GTIA IT Industry Outlook 2025 | n=504

Training remains top choice for addressing skill gaps, with new hiring still skewed toward
experienced professionals

31%

Partnering with outside firms

Expected actions to close skill gaps Desired experience level for new hires

()
Training existing employees IT support 17% 39% 34% 7%
. Infrastructure 11% 40% 33% 13%

39% New hiring

Software 13% 29% 41% 15%
Certifying technical staff Data 11% 34% 39% 14%
Cybersecurit; 8% 22% 41% 25%
Reskilling existing employees Y Y ’ 0 ’ 0
- Enablement 13% 27% 36% 16%

Percentages with no hiring plans not shown

Source: GTIA IT Channel Outlook 2025 | n=504
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Channel firms focus on tech delivery options as a primary method forincreasing sales

Tactics to improve sales/prove value
Providing options for technology delivery 57%
Specializing in a vertical industry 33%
Partnering with other firms 32%
Offering adjacent services 32%
Piloting new projects to test ROI 31%
Attaining certifications to demonstrate expertise 30%

Building ROI goals into SLA 26%

Source: GTIA IT Channel Outlook 2025 | n=512

As partnering activity increases, more partnering formats may be explored

Expectations for partnering activity in 2025 Top types of partnering engagements
55%
Open-source project collaborations
Joint ventures
Participation in peer groups
22%
15% Collaborations with academic institutions
0
4% 3% Referral partnerships
[
Increase Increase  Stay the same  Decrease Decrease
significantly somewhat somewhat significantly

Source: GTIA IT Channel Outlook 2025 | n=512
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Many challenges exist for MSP standardization, including a definition of which items should

be required

Potential challenges to MSP standardization

Lack of clarity on applying standards

Enforcement/oversight difficulties

No universal definition for MSP

Resistance over cost to comply

No standards body in place

Lack of demand for standardization

Potential items included in

45% standardization requirements

49%
41%

36%

34%

25%

18%

Source: GTIA IT Channel Outlook 2025 | n=512

Cyberinsurance provisions

YO Percentage of certified staff

LEYCI [ egal expertise on staff or contracted

LA/ 3 24/7 Secure Operations Center (SOC)

L/ Ratio of tech staff to customer seats

Channel firms say SMB clients looking to boost their skills and fill gaps with third parties

67%

of channel firms rate their
SMB clients at intermediate or
basic levels of tech expertise

Areas of demand among channel SMB clients

Cybersecurity solutions/expertise

Data projects

Managed services

Digital transformation projects

Basic infrastructure and devices, break/fix

Compliance and or legal consulting

Al/automation projects

Hardware sales 17%

Source: GTIA IT Channel Outlook 2025 | n=400, n=512

56%

42%

37%

37%

33%

30%

25%
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